
Cyber-Scotland Conference 

23rd February 2021 

All the recordings can be viewed at https://www.eicc.co.uk/pscr21/event-main-

page/. Session 1 will be of most interest to community safety practitioners.  

 

Some highlights from the morning’s presentations: 

- Launches: 

o Police Scotland cyber strategy 

o Launch of new Digital strategy for Scotland will be happening soon 

(consultation closed on 23rd December 2020). Colin Cook, Scottish 

Government input. 

o New cyber partnership: https://digit.fyi/cyberscotland-partnership-to-

support-cyber-resilience/   

 

Input on the categories of harms caused by cyber attacks 

Ciaran Martin, SBRC Board member 

- Cyber is a domain but also an environment 

- Cyber-infrastructure is as important as electricity cables, water supply and 

other utilities. 

- Should not sit within IT alone in an organisation 

- ‘Getting robbed’ can be anything 

from little amounts of money to state-

sponsored bank robberies with vast 

amounts of money causing systemic 

issues. 

- What damage does data theft do? 

What harm does it cause? E.g. selling 

data to perpetuate ID theft. 

- Defences are too weak, incentives to 

pay, other countries let criminals like this operate. 

- And don’t forget about the aggregation of these small harms.  

 

Suggestion of a discussion that Boards should be having re cyber-security: 

https://www.eicc.co.uk/pscr21/event-main-page/
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Key recommendation from the speaker: Have a strategy that assumes some of these 

phishing attacks work, not just educating staff not to click on suspect emails.  

Scotland’s investment in cyber is actually very small – there is a lot of work to shine a 

light and attract more investment and attention to this area. 

 

Malcolm Graham, Police Scotland – new cyber strategy 

 



 

 

A sense from a number of speakers that they were speaking to the converted at this 

conference – not sure the cyber strategy (or digital issues more broadly) has actually 

landed where it needs to yet in other places like government, public sector etc.  

 



As part of cyber-Scotland week the SCCJR published a paper on the reality of 

Cyber-awareness:  

This briefing paper represents a 

summary of doctoral research 

that explores how different groups 

make sense of and respond to 

cybercrime in their everyday lives.  

The research found that people 

from different groups, places, and 

times think about cybercrime and 

cybersecurity in different ways. 

This has implications for 

government and police 

awareness raising campaigns. 

Population-level awareness 

campaigns designed to communicate ‘simple’ messages may get lost in translation 

or disregarded because they do not resonate with the social and cultural contexts 

of their target audiences.  

After considering the challenges government and police face, the report imagines 

possible future directions for cybersecurity awareness raising that may enable them 

to be more sensitive to local social cultural contexts and foster the creation of 

communities of supportive cybersecurity.  

Read the full paper at https://www.sccjr.ac.uk/wp-content/uploads/2021/02/Dr-

Shane-Horgan.pdf  
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